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e 757k - Gate EPT Context 7477

Untgysted  Trusted  Trugted AVTXFRINBITE

EPT . EPT : EPT MmATE23TFR A
_ context context context ‘Lg_jju—g— %
subaAr7TFX b ; ; n
- =+ > ! !
=\ 2 8 e e teere . EPTP list % trusted 72
x | tothe EPTPIist | thesubEPTcontext EPT 3 % X k|2
i - \  from the EPTP lis
EPTPlist | e | ) e AR
EPTP|0]: default EPT ed;;:gzgg +
EPTP[511]: gate EPT _i—)editEPTPlist AV TFRIBATHIC

L~ i call function EPTP ||St %%}%%j—%

I VMFUNC I

5 sub A>T F X AT
eptriist | i | Epteist | EPTP list Z#®Ee :
: sub EPT Z Bl
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e 757k - Gate EPT Context 7477

Untrusted Trusted  Trygfed OAVTXFR N BEITZ

EPT . EPT 5 EPT HmNdTBa30T7TFA %
B context context context ‘Lg_jju—g— 6
default > 7F X b | ; ; n
- + oy ! :
L\_ . %) HTI E’ ~ thze;l}EeEIEI'DFTCIZrE(t)erXt remove the EPTP for EP-Fl;I?l_ ||St 7& t;:UStel\dc 79:
fr to the EPTP list the sub EPT cont_ext E Y 7_— X _
i | from the EPTP lis
EPTP list L vweone |/ p TS Bl V) 413
EPTP[0]: default EPT HE N -
EPTP[511]: gate EPT | st L Oy TR 2 RBIThIC

3 I _— call function EPTP list %%ﬁ%ﬁ— %
EPTP list (Z it | vmrunc
T hUDRWNTZD g i
TRAMEIEDIN-TH
sub DT F X AL
AAL7E LY

5 sub A>T F X AT
eptriist | i | EPtPist | EPTP list Z#®E :
: sub EPT Z Bl
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511735 ¢ Gate EPT Context  _ ZA77

Untrusteg i

EPT

CDREEISTCITFH/IZEERLWENATEZSHDT

default avF %2 b (1 LR DEERERT S &5 IcaE [T 3
L: \/\%H:\—{r: % . setthe EPTP for | EPTP | t 7&? t t d VAN
,fgl ~  the sub EPT context '/femove the EPTP for 1S ruste =y
X ' to the EPTP list /! u ntex N _
EPTP list  ~ T emepteia. EPT X T A AR

/ RN
_|_

edit EPTP list
VMFUNC

EPTP[0]: default EPT
EPTP[511]: gate EPT

edit EPTP list OV T F X MEITHIC
call function EPTP list %%}E%ﬁ_ A

VMFUNC

h

EPTP list (Z
TV YD EWTZH
TRAMEIEDIN-TH
sub I T F X bAIZ
AAL7E U

5 sub A>T F X FANT
eptriist | i | EPtPist | EPTP list Z#®E :
: sub EPT Z Bl
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« I—H -7 075 L (1200 7K H W)
- PT/EPT 8%, 77U % API
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R DFERAER

https://github.com/yasukata/ELISA

:= README.md V4

The default EPT context

A guest VM only needs to load a 12 KB code block (4 KB x 3 :
top, middle, and bottom) in its program to make an entry point.

The top 4 KB page has the entry point to the gate EPT context,
named elisa_gate_entry , at the end of it.

The middle 4 KB page is empty. (The shaded part in Figure 5.)

When the execution returns from the sub EPT context, it lands at
the top of the bottom 4 KB page.

The gate EPT context

The guest VM enters the gate EPT context by executing
VMFUNC at the end of the top 4 KB page, and lands at the top
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19 void ___ asm_impl_client(void)
‘= README.md Y 20 { |
21 asm volatile (
22 /* —— 4K align —— x/
The default EPT context e ) 23 “-align 0x1000 \mt®
24 ".globl gate_entry_page \n\t"
25 ""gate_entry_page: \n\t"
A guest VM only needs to load a 12 KB code block (4 KB x 3 : 26
top, middle, and bottom) in its program to make an entry point. i; ".space 0x1000 - (gate_entry_end - elisa_gate_entry) \m\t"
29 ".globl elisa_gate_entry \n\t"
Th top 4 KB pagegtra e > 30 "elisa_gate_entry: \n\t"
namea etisa. ga ry at the end of it !
- ’ : 32 "endbr64 \n\t"
33 "push %rbp \n\t"
The middle 4 KB p he shaded part in Figure 5.) 34 "movq %rsp, %rbp \n\t"
35 "push %rbx \n\t"
. . 36 "movg $0x0, S%rax \n\t"
When the execution returns from the sub EPT context, it lands at 27 uymfunc \m\E"
the top of the bottom 4 KB page. 38 "gate_entry_end: \n\t"
39
40 /* —— 4K align —— %/
The gate EPT context a1
42 /* this 4K page, will map gate_ctx_page in gate context */
. 43 ", 0x1000 \n\t"
The guest VM enters the gate EPT context by executing hy space X "
VMFUNC at the end of the top 4 KB page, and lands at the top 45 /% —— 4K align —- x/
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