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* The existing schemes cannot offer
Isolation and low overhead at once

* This work aims to provide isolated
shared access at a low overhead
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Problem Statement

Description Shared access Isolation overhead
Direct-mapping No isolation None
Host-interposition [solated High
ELISA (this work) Isolated Low

* The existing schemes cannot offer
Isolation and low overhead at once

* This work aims to provide isolated
shared access at a low overhead



EPTP Switching by VMFUNC
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Solution: ELISA

3.5X faster than host-interposition
guest VM guest VM

default EPT context l

gate EPT context '

load

]
L
;S

\/
A

D

N
~
~

~

~
Q. -

LA

/
I
P
RS
<




Use Case: Virtual I/0 System
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Potential Attack
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Gate EPT Context
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